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Executive Summary:

On March 21st 2022, at 20:58:11 UTC, A user named Patrick Zimmerman was the victim of a
malware attack. By doing an analysis on the captured network traffic using tools like Wireshark
& Brim (Zui), there are few evidences of network compromise. It was identified that the user
infected with IcedID malware. IcedID is a generally banking trojan that is popular to steal
sensitive information like financial data from infected systems. The malware was likely infected
by the attacker through a malicious website oceriesfornot.top (this is the IP 188.166.154.118,
user visited this site). The network trojan was detected from this website and downloaded a

suspicious zip file.

The attacker started using Patrick’s network right after the malware infection, On the victim's
machine (10.0.19.14 & 00:60:52:b7:33:0f), the host (10.0.19.9) was using Patrick’s network. By
using smb_mapping, the attacker enumerated and gained access to the domain controller.

The attacker visited many malicious sites through gaining access to domain controller which
include file sharing websites (filebin.net & situla.bitbit.net) and remaining sites mentioned in
IOCs. I found a domain ‘bupdater.com’ in my analysis, this domain and IP address are also
identified as malicious, and have been identified as a cobalt strike C2 server by the community
(Virus Total). Then I was able to conclude that the attacker utilized the initial access granted by
the IcedID infection to establish cobalt strike C2 (23.227.198.203:757 - bupdater.com) on the

victim machine.



Details:

Client MAC address: PERIPHER_b7:33:0f (00:60:52:b7:33:0f)
Requested IP Address: 10.0.19.14

Host Name: DESKTOP-5QS3D5D

Client name: DESKTOP-5QS3D5D.burnincandle.com
Username: patrick.zimmerman (found through Kerberos)

Attacker: 188.166.154.118:80 - oceriesfornot.top (malware), Cobalt strike: 23.227.198.203:757 -
bupdater.com

| started my analysis with Wireshark, and my goal was to identify the malware that infected
Patrick's machine. So | went through statistics to find information like the IP address, DNS, Host
name, and MAC address of the host. By doing this process, I figured out that ‘10.0.19.14” was
the most common IP address in the captured packets. If this is the most common IP, then | can
say this is most likely the target for attackers. By analyzing ‘dhcp’ packets, I got all the user

details. And next, I analyzed ‘Kerberos’ for finding the owner of the system (PC user).

Next, I started filtering the ‘http’ traffic using Wireshark to get more details of the network
traffic. | came across an http GET request from Patrick (user - 10.0.19.14) to 188.166.154.118
(http://oceriesfornot.top). This domain and its extension look weird to me, so | went to Google
and did an advanced search about this ‘oceriesfornot.top’ domain and found that this is a
malicious site related to Quantum Ransomware. Then | opened my Brim (Zui) to figure out what
happened when the user visited this site. I quickly filtered the ‘dns’ traffic and analyzed this
domain and found, ‘oceriesfornot.top’ was accessed by the user and downloaded a zip file, and

got infected by a network trojan.



Continuing my search for more details about this trojan, I searched on VirusTotal about this
domain and confirmed this is malicious malware. But both the ‘MD5’
(792ec837418da54679ac01a9b8c9f257) &
‘shal’(d5134c¢d34207addf6b483bdb39a24tbf847b1623) hash values found on Brim are not
malware. Also, | checked for the TCP stream of this request and found an interesting cookie, and
decoded it using ‘Cyberchef’ tools. I found the cookie is utilized for storing encoded information
regarding the victim's host, which includes details such as the hostname, username, and
Windows version. As a result, | had proof that the attacker was able to gather certain information

regarding the victim's host.

I found more sites through ‘dns’ filter in both Brim & Wireshark. I saw our victim IP
10.0.19.14’ is making unusual TLS requests with ‘suncoastpinball.com’ domain
(160.153.32.99) on port 443, I saw some weird responses like ‘Client Hello” & “‘Server Hello’.

This site is not self-signed but was issued by the Godaddy domain provider.

This DNS traffic disclosed the malicious operations of the attacker, | found another activity that
within a fraction of seconds (like within 5-7 seconds) our victim tried to access
‘antnosience.com’ (157.245.142.66) ‘filebin.net’(185.47.40.36) ‘situla.bitbit.net’(87.238.33.8)
‘bupdater.com’(23.227.198.203) sites. This is a nice pattern that I observed, all the sites
mentioned are related to malicious malware (found through VirusTotal) some are related to
‘Criminal IPs from different countries according to virus total. So basically the attacker used

Patrick’s network and accessed these malicious sites.



While going through the ‘DNS’ traffic I encountered another site ‘bupdater.com’ with the
23.227.198.203 . So I filtered the traffic with that Ip address ‘ip.addr == 23.227.198.203” and
found, It made a pattern that our victim host was sending multiple requests every minute on port
757. Again, I searched this site on VirusTotal and confirmed this as a ‘Cobalt strike - Command

and Control C2 server’ by the community discussion about it.

Now, I can say that the attacker utilized the initial access he got through the IcelD malware

infection and used that access to start the cobalt strike attack on Patrick (our user).

To keep Patrick Zimmerman's system safe, it's a good idea to install anti-virus and implement
firewall security. This will help scan all downloaded files for any dangerous viruses. We should

use multiple layers of protection to stop attackers from harming any users on our network.



Appendices- Indicators of Compromise:

The Initial network trafiic after the IcedID infection:

HTTP GET request - 188.166.154.118:80 - oceriesfornot.top (malware)
HTTPS traffic - 91.193.16.181:443 - seaskysafe.com and dilimoretast.com
HTTPS traffic - 157.245.142.66:443 - antnosience.com and otectagain.top
HTTPS traffic - 160.153.32.99:443 - suncoastpinball.com

The traffic to the file sharing websites:
HTTPS traffic - 185.47.40.36:443 - filebin.net

HTTPS traffic - 87.238.33.7:443 and 87.238.33.8:443 - situla.bitbit.net

The traffic to the cobalt strike command and control (C2):

HTTPS traffic - 23.227.198.203:757 - bupdater.com

* Detailed proofs with screenshots are in the next pages



This is first thing | did, Analyzing the protocol hierarchy. Statistics -> Hierarchy.

[ X ] Wireshark - Protocol Hierarchy Statistics - Individual Assignment Spring 2023.pcap

Protocol « | Parcent Packets | Packets | Percent Bytes | Bytes | Bitsfs | End Packets | End Bytes
v Frame 100.0 16296 100.0 8591621 2318
v Ethernet 100.0 16296 4.2 273818 96
~ Internet Protocol Version 4 945 15408 47 308204 108
v User Datagram Protocol 57 928 01 7424
Simple Service Discovery Protocol 01 20 0.0 2704
Network Time Protocol 0.2 34 01 4080
NetBIOS Name Service 0.4 65 0.1 4198
~ NetBIOS Datagram Service 0.4 67 0.2 12978
v SMB (Server Message Block Protocol) 0.4 67 01 7484
~ SMB MailSlot Protocol 0.4 67 0.0 1675
Microsoft Windows Browser Protocol 0.4 67 0.0 1722 1722
Multicast Domain Name System [ X4] 8 0.0 320 320
Link-local Multicast Name Resolution 01 ] 0.0 37N 3N
Dynamic Host Configuration Protocol [ X4] 4 0.0 1256 1258
Domain Name System 3.9 0.6 39696 39696
Data 01 13 0.2 10206 10206
Connectionless Lightweight Directory Access Protocol 0.4 [:1:] 0.2 14838 14838

=3

20000000 ==20000

oow 2

v Transmission Control Protocol
Transport Layer Security
v NetBIOS Session Service

887
213
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338534
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2825160
228

088
“ o

SMB2 (Server Message Block Protocol version 2) 6.8 5.0 330866 271271
v SMB (Server Message Block Protocol) 0.5 0.2 11337 9889
~ SMB Pipe Protocol 01 0.0 232 0
Microsoft Windows Lanman Remote API Protocol 01 0.0 264 264
Lightweight Directory Access Protocol 2.0 81 535176
Kerberos 0.3 08 54279
~ Hypertext Transfer Protocol 0.2 0.2 10357
PKIX CERT File Format 0.0 0.0 1306
~ Distributed Computing Environment | Remote Procedure Call (DCE/RPC) 21 135544
v Server Service 0.0 0.0 940
Malformed Packet 0.0 0.0 0
SAMR (pidl) 0.6 01 6980
Microsoft Network Logon 01 16 0.2 10052 16
Local Security Authority 01 10 0.0 1232 10
DRSUAPI 1.0 164 0.3 20864 164
L]

No display filter.

Help Copy ¥




I filtered ‘dhcp’ traffic to gather the information of the user and found the Mac address, IP
address, Host name.

£ Individual Assignment Spring 2023.pcap

HE Qa8 ¢ B 2 ]

| Source | Destination | Protocal |Length |Info
2022-83-21 21:28:30.838235 0.0.0.9 255.255.255.255 DHCP Discover Transaction @xe50Te596
2022-83-21 21:28:38.843518 10.08.19.1 10.68.19.14 DHCP Offer Transaction @xe508Te596
0.0.0.9 255.255.255.255 DHCP Request - Transaction @xe50Te596
Transaction

Client MAC address: PERIPHER_b 3:0f (00:60:52:b7:33:0f)
Client hardware address padding: 008082000080080080080
Server host name not given 28
Boot file name not given 1]
Magic cookie: DHCP ee
Option: (53) DHCP Message Type (Request)
Option: (61) Client identifier a0
Length: 7
Hardware type: Ethernet (@x@1) 1]
Client MAC address: PERIPHER b7:33:0f (@@:60:52:b7:33:0f) ee
Option: (5@) Requested IP Address (10.0.19.14) 00
Length: 4 a0
Requested IP Address: 10.0.19.14 gg
Option: (54) DHCP Server Identifier (10.8.19.1) Q0
Length: 4 01
DHCP Server Identifier: 10.9.19.1 Oe
Option: (12) Host Name 2d
Length: 15 g:
Host Name: DESKTOP-5Q53D5D 53
Option: (B1) Client Fully Qualified Domain Name 2c
Length: 35
Flags: @x@8e@
A-RR result: @
PTR-RR result: @
Client name: DESKTOP-5Q53D5D.burnincandle.com
Option: (6@) Vendor class identifier
» Option: (55) Parameter Request List
Option: (255) End
Option End: 255 e

® B Header checksum status (ip.checksum.status) Packets: 16296 - Displayed: 4 (0.0%) Profile: Default




And to find out the username of the user, I filtered ‘kerberos’ traffic.

Kerberos:

£ Individual Assignment Spring 2023.pcap

eE>ERF LE A

| Source | Destination | Protocol |Length |Info
2022-03-21 21:43:28.771958 10.0.19.14 10.8.19.9 AS-REQ
2022-83-21 21:43:28.772979 10.0.19.9 10.0.19.14 KRB Error: KRB5KDC_ERR_PREAUTH_REQUIRED
2022-83-21 21:43:28.773229
2022-083-21 21:43:28.774133 10.0.19.9 10.0.19.14 KRB Error: KRB5KDC_ERR_PREAUTH_REQUIRED
2022-03-21 21:43:28.778106 10.0.19.14 10.8.19.9 AS-REQ
2022-03-21 21:43:28.779758 10.0.19.9 10.0.19.14 AS-REP
2022-03-21 21:43:28.782862 10.0.19.14 10.8.19.9 AS-REQ
2022-03-21 21:43:28.784427 10.0.19.9 10.0.19.14 AS-REP
2022-03-21 21:43:28.785269 10.0.19.14 10.8.19.9 TGS-REQ
2022-83-21 21:43:28.787474 10.0.19.9 10.0.19.14 TGS-REP
2022-83-21 21:43:28.787952 10.0.19.14 10.0.19.9 Bind: call_id: 2, Fragment: Single, 3 context items: DRSUAPI V4.0 (
2022-083-21 21:43:28.789116  10.0.19.9 10.0.19.14 Bind_ack: call_id: 2, Fragment: Single, max_xmit: 584@ max_recv: 58

Frame 4162: 383 bytes on wire (2424 bits), 303 bytes captured (2424 bits)
Ethernet II, Src: PERIPHER_b7:33:0f (@ 52:b7:33:0f), Dst: Dell_fB:48:19 (@@:c@:4f:T8:48:19)
Internet Protocol Version 4, Src: 10.8.19.14, Dst: 10.0.19.9
Transmission Control Protocol, Src Port: 62221, Dst Port: 88, Seq: 1, Ack: 1, Len: 249
v Kerberos
Record Mark: 245 bytes
as-req
pvno: 5
msg-type: krb-as-req (1@)
padata: 1 item
reg-body
Padding:
kdc-options: 488100810
cname
name-type: kRB5-NT-PRINCIPAL (1)
cname-string: 1 item
CNameString: patrick.zimmerman
realm: BURNINCANDLE.COM
sname
till: Sep 12, 2037 22:48:05.000000800 EDT
rtime: Sep 12, 2037 22:48:05.0080000080 EDT
nonce: 754335601
etype: 6 items
addresses: 1 item DESKTOP-5Q53D5D<20>
[ —

L] Kerberos (kerberos), 249 bytes Packets: 16296 - Displayed: 238 (1.5%) Profile: Default




“1ip.addr==10.0.19.14 &&http.request.method==GET ”. This filter gave me all the http GET
request method, | found three main sites and analyzed them.

A0 mBRE@

[ ] ‘ ip.addr==10.0.19.14 &&http.request.method==GET

| Time

2022-03-21
2022-83-21
2022-03-21
2022-03-21
2022-03-21
2022-03-21
2022-03-21
2022-03-21
2022-03-21
2022-83-21
2022-083-22
2022-03-22
2022-03-22
2022-83-22
2022-03-22
2022-03-22
2022-03-22
2022-83-22

20:58:11.3083409
21:29:32.135617
21:54:44.353032
21:59:31.243136
21:59:31.580964
22:29:35.281200
23:04:06.0858127
23:04:06.356989
23:21:56.0847306
23:44:34.371334
00:29:34.887435
00:29:35.179327
90:59:35.716220
01:04:42.964033
092:04:06.526312
02:04:06.880749
02:04:07.0825310
02:19:47.324783

| Source

10.08.19.14
10.08.19.14
10.0.19.14
10.0.19.14
10.0.19.14
10.0.19.14
10.0.19.14
10.0.19.14
10.08.19.14
10.08.19.14
10.0.19.14
10.0.19.14
10.0.19.14
10.0.19.14
10.0.19.14
10.0.19.14
10.08.19.14
10.08.19.14

£ Individual Assignment Spring 2023.pcap

* 2 E 28

| Destination | Protocel | Length
H

188.166.154.118
68.142.107.129

104.80.96.219 HTTP
104.80.96.219 HTTP
69.28.162.0 HTTP
209.197.3.8 HTTP
104.80.96.219 HTTP
69.28.162.128 HTTP
72.21.81.240 HTTP
72.21.81.240 HTTP
104.80.96.219 HTTP
209.197.3.8 HTTP
209.197.3.8 HTTP
72.21.81.249 HTTP
104.80.96.219 HTTP
68.142.107.1 HTTP
68.142.1087.1 HTTP

23.219.38.10

Frame 4: 365 bytes on wire (2920 bits), 365 bytes captured (2920 bits)

Ethernet II, Src: PERIPHER_b7:33:0f (@@:

52:b7:33:0f), Ds

Cisco_2f:13:5¢c (2c:

Internet Protocol Version 4, Src: 10.0.19.14, Dst: 188.166.154.118

> Transmission Contrel Proteocol, Src Port: 62179, Dst Por
Hypertext Transfer Protocol
GET / HTTP/1.1\r\n

nnec n: Keep:

[truncated]Cookie: __gads=3546287305:1:14094:123;

-Alive\r\n

Host: oceriesfornot.top\rin

_gat:

80, Se 1, Ack: 1, Len: 311

365

| Host
oceriesfornot. top
ctldl.windowsupdate.com
r3.i.lencr.org
x1.c.lencr.org

GET

/ HTTP/1.1

/msdownload/update/v3/static/truste;
f HTTP/1.1
/ HTTP/1.1

r/en/pin

ctldl.windowsupdate.com
ctldl.windowsupdate.com
x1.c.lencr.org

ctldl.windowsupdate.com
ctldl.windowsupdate.com

GET
GET

/msdownload/update/v3/static/trustedr/en/authf
/msdownload/update/v3/static/trustedr/en/pin
/ HTTP/1.1

/msdownload/update/v3/static/trustedr/en/aut
/msdownload/update/v3/static/trustedr/en/dis

ctldl.windowsupdate.com
xl.c.lencr.org

ctldl.windowsupdate.com
ctldl.windowsupdate.com
ctldl.windowsupdate.com
x1.c.lencr.org

ctldl.windowsupdate.com
ctldl.windowsupdate.com
ctldl.windowsupdate.com

9.0.19044.64; _ga=5.656979.4300.9; _u=4445534B544F..

/msdownload/update/v3/static/trustedr/en/pin
f HTTP/1.1

/msdownload/update/v3/static/trustedr/en/authf
/msdownload/update/v3/static/trustedr/en/pin
/msdownload/update/v3/static/trustedr/en/dis:
/ HTTP/1.1

/msdownload/update/v3/static/trustedr/en/aut
/msdownload/update/v3/static/trustedr/en/pin
/msdownload/update/v3/static/trustedr/en/dis




| looked up the two hosts, x1.c.lencr.org and ctldl.windowsupdate.com, and they appear to be
genuinely owned by LetsEncrypt and Microsoft. However, oceriesfornot.top (188.166.154.118)
appears to be linked to the Quantum Ransomware. See the google result below.

®® @ roceriesfornot.top” - Google & X +
< C & google.com i) 2 @ B = 0O

@ List of all Govern. @ Bitcoin &cryptop.. B MS [EF CyberSec-Bug.. EJ CTFs B3 THM @ irctcpass EF Imp B3 Imp2 Flywire - Powerin.. E5 JSearch ES uUT @8 Driving License b...

"oceriesfornot.top"

< Shopping (=] Images »] Videos [ News © Maps [*] Books

) The DFIR Report
https://thedfirreport.com » 2022/04/25 » quantum-an,

Quantum Ransomware

Apl com oceriesfornot] Jtop 138[.]68.42.130:443 157[]245.142.66:443

188[.]166.154.118:80. Cobalt Strike C2/IP: 185.203.118[] ...

EmailVeritas
https:/fwww.emailveritas.com » url-verify » oceriesfor...

Check if oceriesfornot.top is legit or a scam | URL Checker
Click Verify to check if oceriesfornot.top is legit website or scam website. URL checker is a free
tool to detect malicious URLs including malware, ...

Abuse.ch
https://threatfox.abuse.ch» loc

@
ThreatFox | oceriesfornot.top - Abuse.ch

Mar 12, 2022 — |0C: oceriesfornot.top. 10C Type : domain. Threat Type : botnet_cc. Malware:
IcedID. Malware alias: BokBot, IcelD.




| find an unusual cookie after selecting the frame and following the TCP stream of

“oceriesfornot.top” HTTP request:

(right click on frame -> Follow -> TCP Stream)

It will automatically download a zip file if we try to access the the site “oceriesfornot.top”

Wireshark - Follow TCP Stream (tcp.stream eq 0) - Individual Assignment Spring 2023.pcap

Content-Type: application/gzip
Content-Length: 393277
Connection: keep-alive

el CaW.

e\ 1A.
K h./.#]. {

col. Kaokai..

'!I
t>~, . y..Dr.91..@B
f k..}0Oh. ia" '
¥ (P . K(Xb\ 8uU.f.
.{....4n..chfh ...... R.r.]r ....... !«N....l.d....
Y Sy VY VI N T
waRCa e s BNt s dPuT#u$7 Ve o i S{eSunnnnn 3;

Packet 6. 1[EIERL pki, 284 pkts, 1 turn. Click to select.

Entire conversation (307 kB) Show data as

Find:

Help Filter Out This Stream

ASCII

P.k.6.p..

«.Qgj.0c..

X.UM?=...e~..>..QT..

&, P]pIi

Stream 0 o

Find Next

Close

Upon discovering a gzip file, I did research on IcedID and gzip files. It became apparent to me
that the extent of the infection went beyond what | initially assumed. The string "Copper.txt"
acted as a simple facade. In reality, the data was encrypted IcedID configuration and not an

actual file.



| spent some time researching more and came across sysopfb's blog where he did some research
on “IcedID” malware that contains a similar cookie:

Link: https://sysopfb.github.io/malware,/icedid/2020/04/28/1cedlDs-updated-photoloader.html

Cookie Value

_gid Based on physical address of NIC

_io Domain identifier from SID

_u Username and Computername

_gat Windows version info

_ga Processor info via CPUID including hypervisor brand if available

s First DWORD from decoded config data, flag from inspecting server certificate, a

random DWORD or number passed as parameter with -id=, number of processes

He explains that the “ u” cookie value contains the victim's hexa-decimalized username and
computer-name. Therefore, | utilized cyberchef to validate this, and indeed I got this outcome
from the cookie value:

L X ] W From Hex - CyberChef

&« C & gchg.github.io a M ¥ < @ R @I 0D
@ Listof all Govern... @ Bitcoin &cryptop.. E3 M5 [E3 Cyber Sec - Bug... CTFs B3 THM @ ircic pass Imp Imp2 Flywire - Powerin.. E5 JSearch »
Download CyberChef ¥ Last build: A month ago - Version 10 is here! Read about the new features here Onptions &%  About / Support (@
Operations Recipe BB ¥ Input + O 8 =
S h 4445534B544F502D35515333443544:7061747269636B2E7A696D6D657260D616E:4
earch... From Hex
3443246334239463637453343333433

Favourites * Delimiter

Auto
To Base64

From Base64

To Hex
From Hex
To Hexdump

me 98 = 1 Tr Raw Bytes & LF
From Hexdump Output a I_D Mmoo
URL Decode DESKTOP-5053D5Dpat rick.zimme rmanCD2F3BIF67E3C343

Regular expression

The cookie is utilized for storing encoded information regarding the victim's host, which
includes details such as the hostname, username, and Windows version. As a result, | had
substantial proof that the attacker was able to gather certain information regarding the victim's
host.



Using Zui software, I found and confirmed that ‘188.166.154.118" IP as malicious and a
‘Network Trojan’ was detected. Take a look at the below screenshot.

esce m B Individual Assign... X Q Query Session x +

« (0]

Save m HISTORY DETAIL VERSIONS »

F+ rrom Individual Assignment Spring 2023.pcap «

< (6]
event_type=="alert" src_ip==10.0.19.14 dest_ip==188.166.154.118 geo » resp + latitude 515353
geo » resp » longitude -0.6658

community_id 1:6112LtP7NA71ghg.

CORRELATION
TABLE INSPECTOR

D = B B8
[ alert_ oz
sre_ip dest_ip proto app_proto alert flow_id Surati E . B
uration minute 24 seconds
10.0.19.14 188.166.154. TCP http v i 15761366122351 Fopulated by i & o "
pulated by uid & cor i
severity: 1, v
signature: ET MALWARE Win32/IcedID Request Cookie, CONN HISTORY
category: A Network Trojan was detected,
action: allowed, Originator SN
signature_id: 2032086, 10.0.19.14 SYR ALK
rev: 1, orig_bytes 311 DATA
metadata: > {signature_severity: [Major], former_category: [MALWARE] 1 orig_pkts 315 ack
¥ . . . orig_ip_bytes 9,015 DATA
10.0.19.14 188.166.154, TCP http > {severity: 2, signature: ET INFO HTTP Request to a ®top domain k3 15761366122351 RETRANS
RETRANS
FIN
FIN
Results: 2 Shapes: 1
&+ rrom Individual Assignment Spring 2023.pcap ~
_path=="files" 188.166.154.118
TABLE INSPECTOR D = B =2
_path is tx_hosts rx_hosts conn_uids source mime_type
[ files | 2022-03-21 > [[188.166.154.118]] > |[10.0.19.14]] > |[CIm62hILEhTeIISLh]] HTTP application/x-gzip

Downloading a zip file from 188.166.154.118 to the victims machine (10.0.19.14)



MD5: 792ec837418da54679ac01a9b8c9f257
Shal: d5134cd34207addf6b483bdbh39a24fbf847b1623

® Details

- - o Lrarauan FTINTUE £8 seCunas
source HTTR Populated by uid & community_id
depth o
analyzers 10...2]1 MDE CORRELATION
mime_type applicationfx-gzip mds count
filename 792ec837418da54679ac01a9h8c9f257 1
duration 24.206623s raime_type count
local _orig application/x-gzip 1
is_orig false

I tx_hosts count rx_hosts count

sean_bytes 383,277 i1 1 1]l 1
total_bytes 383,277

missing_bytes ]

overflow_bytes ]

timedout false

parent_fuid

md5 792ecB837418dab467%ac01albBcBf257

shal d5134cd34207addfEb483bdb39a24fbfBATDIG23

sha256



Another confirmation on VirusTotal:

VirusTotal - Domain - oceriesfc X -+

&« (& @ virustotal.com,

@ Listof all Govern... @ Bitcoin & crypto p. MS Cyber Sec - Bug. CTFs THM @ irctc pass

E oceriesfornot.top Q I~ 888 I:_.o (& signin @

1 \ (D) 17 security vendors flagged this domain as malicious LIk ;j:

87

Registrar Creation Date Last Analysis Date ca
ssfornot.top Porkbun LLC 1 year ago 12 hours ago (_P

command and confrol  known infection source  malware  top-1M

s

Community Score

DETECTION DETAILS RELATIONS COMMUNITY 10

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an AP| key to automate checks.

Security vendors' analysis (1) Do you want to automate checks?
alphaMountain.ai CD Malicious AlphaSOC @ Malware

Antiy-AVL (D Malicious Avira (D Matware

Bfore.Ai PreCrime (D Malicious BitDefender (D Malware @
CvRadar (T Malicious Dr.Web (T Malicious

I came across the initial IOC and determined that the domain and IP address of
“oceriesfornot.top” were identified as malicious through VirusTotal as well.



I noticed that the victim IP address established multiple unusual TLS connections with the
suncoastpinball.com domain located at 160.153.32.99:443 (port 443), which provided me with
another indicator of compromise (IOC). Despite not being self-signed, the domain's SSL

certificate was issued by GoDaddy (SSL info found on Follow->TCP Stream). And people

reported it as a virus site.
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M [ip.addr==160.153.32.98
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No. | Time: | Source | Source Port | Destination
- 567 2022-83-21 20:59:38.163690  10.8.19.14 62185 160.153.32.99
571 2022-@3-21 20:59:38.272742  16@.153.32.. 443 10.0.19.14
572 2022-@3-21 20:59:38.272777 10.0.19.14 62185 16@.153.32.99
573 2022-83-21 20:59:38.273018 10.9.19.14 62185 168.153.32.99
576 2022-@3-21 20:59:38.385507 16@0.153.32.. 443 10.0.19.14
2022-83-21 20:59:38.448120 16@.153.32.. 10.0.19.14

2022-83-21 20:59:38.448238 160.153.32.. 10.0.19.14

583 2022-83-21 20:59:38.448269 10.9.19.14 62185 16@.153.32.99
584 2022-83-21 20:59:38.450991 160.153.32.. 443 10.0.19.14
585 2022-83-21 28:59:38.455674 10.9.19.14 62185 16@.153.32.99
588 2022-83-21 20:59:38.546735 16@.153.32.. 443 10.0.19.14
589 2022-83-21 28:59:38.546766 16@.153.32.. 443 10.0.19.14
598 2022-83-21 20:59:38.549337 10.0.19.14 62185 168.153.32.99
593 2022-83-21 28:59:38.695767 16@.153.32.. 443 10.0.19.14
618 2022-83-21 20:59:39.451565 160.153.32.. 443 19.0.19.14
2022-03-21 2 8 .153.3 10.0.19.14

10.9.19.14 16@.153.32.99
16@.153.32.. 10.9.19.14
10.08.19.14 62 1 2.
16@.153.32.. 10.0.19.14
10.08.19.14 62 1 2.
16@.153.32.. 10.0.19.14
10.08.19.14 62 1 r
160.153.32.. 10.0.19.14

20:59:39.485858
208:59:39.497964

2022-83-21
2022-83-21
2022 2

. 10.0.19.14
2022 .14 6 1
2022-83-21 20:59:39.539848 160.153.32.. 10.0.19.14

£ Individual Assignment Spring 2023.pcap

| Destination Port

 E

)

| Protocol
443 TCP

| Length
66

| Info
62185 - 443 [SYN]

62185 TCP 66 443 - 62185 [SYN,
443 TCP 6@ 62185 - 443 [ACK]
443 TLSv1.2 249 Client Hello
62185 TCP 60 443 -+ 62185 [ACK] Seq=1 Ack=

62185
62185

TLSv1.2
TCP

Server Hello
443 -+ 62185 [ACK]

443 TCP 60 62185 - 443 [ACK]
62185 TLSv1.2 660

443 TLSv1.2 147
62185 TCP 60 443 -+ 62185
62185 TLSv1.2 344 New Session

443 TLSv1.2 181 Application Data
62185 TCP 60 443 - 62185
62185 1442 443 - 62185

[ACK]

[TCP Previ
62185 - 443
443 - 62185

ient not

[ACK] Seq=13282

TLSv1.2
TCP

62185 TLSv1.2

187 Win=15872 Len=0

[ACK] Seq=3673 Ack=407 Win=15872 Len=@
5eq=3673 Ack=407 Win=15872 Len:

ptured] ti

[ACK] Seq=407 Ack=5061 Win=131840 Le

Seq=0 Win=64248 Len=0 MSS=1468 WS=2
ACK] Seq=0 Ack=1 Win=14600 Len=0
Seq=1 Ack=1 Win=131840 Len=0

Seq=1389 Ack=187 Win=15872 Len=1388
Seq=187 Ack=2777 Win=131840 Len=0
Certificate, Server Key Exchange, Server Hello Done
Client Key Exchange, Change Cipher Spec, Encrypted
[ACK] Seq=3383 Ack=280 Win=15872 Len=@
Ticket, Change Cipher Spec, Encrypted Hand

Ack=407 Win=15872 Len=1384

> Frame 581: 1442 bytes on wire (11536 bits), 1442 bytes captured (11536 bits)
> Ethernet II, Src: Cisco_2f:13:5c (2c:54:2d:2f:13:5c), Dst: PERIPHER_b7:33

Internet Protocol Version 4, Src: 16@8.153.32.99, Dst: 18 19.14

> Transmission Control Protocol, Src Port: 443, Dst Port: 62185, Seq: 1, Ack: 187,

Transport Layer Security

Frame (frame), 1,442 bytes

suncoastpinball.com

suncoastpinball.com
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As | proceeded to examine Wireshark further, | decided to narrow my focus by filtering for DNS
traffic. This particular type of traffic can disclose the domains and IP addresses employed by
attackers to execute their malicious operations. After applying this filter, | observed that the
victim's IP address made few DNS requests for domains, all within a brief interval of time (5
seconds difference like that).

£ Individual Assignment Spring 2023.pcap

ReEEF I E ), W
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| Source | Destination |Protacol |Length | Info
4455 2022-93-21 21:43:30.343547 10.0.19.9 10.0.19.14 DNS 16@ Standard query response @xbf73 A teams-ring.msedge.net CNAME teams-ring

4456 2022-93-21 21:43:30.343628 10.0.19.9 10.0.19.14 DNS 146 Standard query response @x987f A fp-vp.azureedge.net CNAME fp-vp.ec.azu
4463 2022-83-21 21:43:30.351545 10.0.19.9 10.0.19.14 DNS 228 Standard query response @xf774 A www.bing.com CNAME a-@@@1.a-afdentry.n:
4467 2022-03-21 21:43:30.410006 10.0.19.9 10.0.19.14 DNS 152 Standard query response @x7ecb A spo-ring.msedge.net CNAME spo-ring.spo+
4726 2022-83-21 21:43:40.483885 10.08.19.9 10.0.19.14 DNS 285 Standard query response @xc471 A checkappexec.microsoft.com CNAME wd-pri
4760 2022-83-21 21:43:59.573%49 10.08.19.9 10.0.19.14 DNS 220 Standard query response @x1618 A www.bing.com CNAME a-8081.a-afdentry.n
4824 2022-03-21 21:44:29.513278 10.0.19.9 10.0.19.14 DNS 196 Standard query response @x8d34 SRV _ldap._tcp.Default-First-Site-Name._:

4899 2022-83-21 21:44:29.930175 10.0.19.9 10.0.19.14 DNS 91 Standard query response @x424b A antnosience.com A 157.245.142.66
2022-83-21 2 . . . Standard gquery response @xe7d3 A antnosi com A -66
Standard query response 8x8d73 JA
Standard query
Standard query
2022-03-21 2! d b 5 Standard query response @x2258

2022-83-21 2 . . 10.0.19.14 Standard query response Bxbfdc A r3.i.lencr.org CNAME crl.root—xl.letse|
5945 2022-93-21 21:58:38.335698 10.0.19.9 10.0.19.14 DNS 220 Standard query response @x1938 A v1@.events.data.microsoft.com CNAME gl
597@ 2022-93-21 21:58:31.999060 10.0.19.9 10.0.19.14 DNS 228 Standard query response @x3b42 A settings-win.data.microsoft.com CNAME
6055 2022-83-21 21:59:31.120928 10.0.19.9 10.0.19.14 DNS 179 Standard query response @xcb69 A x1.c.lencr.org CNAME crl.root-xl.letsel
6064 2022-83-21 21:59:31.439881 10.0.19.9 10.0.19.14 DNS 196 Standard query response @x8684 A ctldl.windowsupdate.com CNAME wu-bg-sh)
6873 2022-83-21 21:59:34.803979 10.08.19.9 10.0.19.14 DNS 91 Standard query response @x9@ed A antnosience.com A 157.245.142.66
6296 2022-83-21 22:04:35.400240 10.08.19.9 10.0.19.14 DNS 91 Standard query response @xd3b2 A antnosience.com A 157.245.142.66
7931 2022-83-21 22:09:36.716133 10.0.19.9 10.0.19.14 DNS 91 Standard query response @x4b5a A antnosience.com A 157.245.142.66
7957 2022-93-21 22:10:08.859056 10.0.19.9 10.0.19.14 DNS 205 Standard query response @x3047 A checkappexec.microsoft.com CNAME wd-pri
8002 2022-93-21 22:12:10.088913 10.0.19.9 10.0.19.14 DNS 196 Standard query response @xaba5 SRV _ldap._tcp.Default-First-Site-Name._:
8319 2022-83-21 22:14:38.134845 10.0.19.9 10.0.19.14 DNS 91 Standard query response @x4c7e A antnosience.com A 157.245.142.66

2022-03-21 22:19:39.367274 10.0.19.9 10.0.19.14

Standard query response Bx5f79 A antnosience.com A 157.245.142.66
92293 224:40 625418 10.0.10.9 19.0.19.12 andard guer ponse @x52a7 A antposien gn 2 45,142 66

The domains “filebin.net” and “situla.bitbit.net” are file sharing platforms (malicious).
Connections to both domains were established, with each connection lasting for less than 10
seconds. At this point, it remains unclear whether this indicates that data was being exfiltrated, or
if the malware was attempting to retrieve additional resources to be deployed on the victim's
device.



All the these domains are malicious according to the Virus Total (people reported these websites
as virus). | have all the screenshots in the next page.

ese m

B Individual Assign... X Q, qQuery Session x -+
« 5 0 Save m HISTORY DETAIL VERSIONS »
%. rmom Individual Assignment Spring 2023.pcap v ® &  3Columns/0 Hidden
_path=="dns" id.orig_h==10.0.19.14 | count() by query, answers | sort -r count query <string»

TABLE INSPECTOR

query
antnosience.com

answers <array»

count <uintéas

answers count |7

> [157.245.142.66]

wpad.mshome.net
wpad.burnincandle.com
dilimoretast.com

null 41
null 41
> [91.193.16.181]

otectagain.top

> [157.245.142.66]

seaskysafe.com

> [91.193.16.181]

burnincandle-dc.burnincandle.com

> [10.0.19.9]

_ldap._tcp.default-first-site-name._sites.dc._msc
null

settings-win.data.microsoft.com
settings-win.data.microsoft.com

x1.c.lencr.org

ctldl.windowsupdate.com

WPAD

www.bing.com

desktop-5qs3d5d

BURNINCANDLE-DC

Reaslts: 75 Shanes: 1

query

v10.events.data.microsoft.com
suncoastpinball.com

> [burnincandle-dc.burnincandle.con
null
> [atm-settingsfe-prod-geo.trafficm
> [atm-settingsfe-prod-geo.trafficm
> [crl.root-x1.letsencrypt.org.edgek
> [wu-bg-shim.trafficmanager.net, w
null
> [a-0001.a-afdentry.net.trafficman
null

WowWwWwwk o]

nutl

answers count }7

[global.asimov.events.data.traffic
[160.153.32.99]

config.edge.skype.com
fp-vs-nocache.azureedge.net
spo-ring.msedge.net
bupdatercom

[config.edge.skype.com.trafficman
[fp-vs-nocache.ec.azureedge.net, |
[spo-ring.spo-9999.spo-msedge.ne
[23.227.1092 2031

teams-ring.msedge.net
__MSBROWSE__

vi10.events.data.microsoft.com

vi10.events.data.microsoft.com

r3.i.lencr.org

situla.hitbit.net

Wl v ow v v v

[teams-ring.teams-9999.teams-ms

[global.asimov.events.data.traffic
[global.asimov.events.data.traffic
[crl.root-x1.letsencrypt.org.edgek
[87.238.33.8, 87.238.33.7]

ctldL.windowsupdate.com
ctldL.windowsupdate.com

[wu-bg-shim.trafficmanager.net, d
[wu-bg-shim.trafficmanager.net, w
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filebin.net : > [185.47.40.36]

z situla.bitbit.net

[ ]
1 @ 1 security vendor flagged this domain as malicious

w

situla. bitbit.net
bitbit.net
Z filebin.net
Did you intend to searc
-
5 @ 5 security vendors flagged this domain as malicious
187
filebin.net

Q

FCarnennnibe Senea

known infection source  media sharing  personal network storage and ba

Z seaskysafe.com

1 2 @ 12 security vendors flagged this domain as malicious

W

Community Score

E dilimoretast.com
1 5 ‘ @ 15 security vendors flagged this domain as malicious

Did you intend to searc

seaskysafe.com

Malicious  bot networks  spyware and malware

Did you intend to se

dilimoretast.com

bot networks  spyware and malware  unknown

Community Score



antnosience.com|

133

/87

Did you

antnosience.com

Q

Community Score

bot networks  media sharing  spyware and malware

otectagain.tog]
Did you intend fo sear
1 1 @ 11 security vendors flagged this domain as malicious

\T/

otectagain.top

bot networks  media sharing  spyware and malware

Community Score

suncoastpinball.com
Did you intend to search acrc

3 @ 3 security vendors flagged this domain as malicious

suncoastpinball.com

Business/Economy, Suspicious media sharing  restaurants and dining

Community Score



I noticed a pattern after configuring 23.227.198.203 (bupdater.com) as my destination address.
Specifically, the host appeared to communicate with ‘bupdater.com’ every minute on port 757.

O MERR AesEF N m

3.227.198.203

| Time | Source Source Port  Destination | Destination Port Protocol |Length |Info
Y Stk ool S oo, ittt

6224 2022-03-21 22:02:208.673519 10.08.19.14 62275 23.227.198.263 757 TCP 68 62275 [RST, ACK] Seq=2388 Ack=3718 Win=0 Len=0
6226 2022-03-21 22:02:20.793054 10.0.19.14 62275 23.227.198.203 TCP 62275 [RST] Seq=2388 Win=0 Len=0

[~ ©237 20Z2-03-I1 22703106.047660  10.0.10.1% | 62276 23.227.198.203 [ACK] Ack=1 Win=262144 Len=0
2022-93-21 10.0.19.14 62276 23.227.198.203 [ACK] Seq=1 Ack=1 Win=262144 Len=1361 [TC
2022-93-21 10.0.19.14 62276 23.227.198.203 [ACK] Seq=1769 Ack=1456 Win=262144 Len=8
2022-93-21 10.0.19.14 62276 23.227.198.203 [ACK] Seq=1769 Ack=1727 Win=261632 Len=8
2022-93-21 10.0.19.14 62276 23.227.198.203 [ACK] Seq=1769 Ack=95 Win=261888 Len=0
2022-93-21 10.0.19.14 62276 23.227.198.203 [ACK] Seq=2387 Ack=1890 Win=261632 Len=@
2022-93-21 3 10.0.19.14 62276 23.227.198.203 [ACK] Seq=2387 Ack=3718 Win=262144 Len=8

2022-83-21 87.334895 10.08.19.14 62276 23.227.198.203 | [RST, ACK] Seq=2388 Ack=3718 Win=0 Len=0
2022-93-21 07.453698 10.0.19.14 62276 23.227.198.203 | [RST] Seq=2388 Win=0 Len=0

2022-93-21 3:57.725872 10.0.19.14 62277) 23.227.198.203 [ACK] Seq=1 Ack=1 Win=262144 Len=0
2022-93-21 :57.726544 10.0.19.14 62277) 23.227.198.203 [ACK] Ack=1 Win=262144 Len=1361 [TC
2022-93-21 57.861771 10.0.19.14 62277) 23.227.198.203 [ACK] Ack=1456 Win=262144 Len=0
2022-03-21 22:03:57.976726 10.0.19.14 62277) 23.227.198.203 [ACK] Seq=1769 Ack=1727 Win=261632 Len=0
2022-83-21 22:03:57.854449 10.0.19.14 62277) 23.227.198.203 [ACK] Seq=1769 Ack=95 Win=261888 Len=@
2022-83-21 22:03:58.099967 10.08.19.14 62277 23.227.198.203 [ACK] Seq=2387 Ack=1890 Win=261632 Len=0
2022-83-21 22:03:58.102191 10.08.19.14 62277 23.227.198.203 [ACK] Seq=2387 Ack=3718 Win=262144 Len=0

2022-83-21 22:03:58.102362 10.08.19.14 62277 23.227.198.263 | [RST, ACK] Seq=2388 Ack=3718 Win=0 Len=0
2022-93-21 22:03:58.222208 10.0.19.14 62277 23.227.198.203 | [RST] Seq=2388 Win=0 Len=0

62279 23.227.198.203 [ACK] Seq=1 Ack=1 Win=262144 Len=0
2022-93-21 2. 52.865402 10.0.19.14 62279 23.227.198.203 [ACK] Seq=1 Ack=1 Win=262144 Len=1361 [TC|
2022-93-21 2. 53.011453 10.0.19.14 62279 23.227.198.203 [ACK] Seq=1769 Ack=1456 Win=262144 Len=0
2022-93-21 2 53.133282 10.0.19.14 62279 23.227.198.203 [ACK] Seq=1769 Ack=1727 Win=261632 Len=0
2022-93-21 2 53.0087366 10.0.19.14 62279 23.227.198.203 [ACK] Seq=1769 Ack=95 Win=261888 Len=@
2022-83-21 22:04:53.264108 10.08.19.14 62279 23.227.198.203 [ACK] Seq=2387 Ack=1890 Win=261632 Len=0

Frame 6146: 461 bytes on wire (3688 bits), 461 bytes captured (3688 bits) 2c 54 2d 2f 13 5c @@ 6@ 52 b7 33 @f 08 @
Ethernet II, Src: PERIPHER_b7:33:0f (80 2:b7:33:8f), Dst: Cisco_2f:13:5¢ (2c:54:2d:2f:13:5c) @818 01 bf 2b c2 48 06 82 06 d1 ba 0a @2 13 @e
Internet Protocol Version 4, Src: 18..19.14, Dst: 23.227.198.203

Transmission Control Protocol, Src Port: 62273, Dst Port: 757, Seq: 1362, Ack: 1, Len: 487 Frame (461b

Wireshark 2
® K individual Assignment Spring 2023.pcap ackets: 16296 - Dispiaywa: 7. - 19.973) Profile: Default




After performing a search on VirusTotal (23.227.198.203), | discovered that multiple individuals
had previously reported it as a Cobalt Strike Command-and-Control (C2) server.

o0 VirusTotal - Ip address - 23.22 X -+

& (&] @ virustotal.com I 3.2% T % - @ % 0O

@ Listof all Govern.. @ Bitcoin & crypto p... MS Cyber Sec - Bug... CTFs THM @ irctcpass B3 Imp EF Imp2

2 23.227.198.203 Q M 8 [P ¢ sgin [ sign up J
Sekola.io
[] 10 months ago

Hey!

This server was seen as a #CobaltStrikeC2 server on 2022-05-10 by SEKOIA.IO trackers.

Do not hesitate to get more C2s by searching #CobaltStrikeC2 on VT. %

For more information, visit: https://www.sekoia.io/en/nomepage/

drb_ra
Zs [Z] 11 months ago

Cobalt Strike Server Found

C2: HTTPS @ 23[.]227(.]198[.]203:1443

C2 Server: downloads|.)lastupdatebd|.Jcom,/sq
POST URI: /panel

Country: United States

ASN: HVC-AS

Host Header: downloads|.]lastupdatebd|.Jcom

#c2 #cobaltstrike

drb_ra
=, [£] 1year ago

So | confirmed this as Cobalt Strike Command-and-Control (C2) server.
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§+~  rrom Individual Assignment Spring 2023.pcap ~ ® @ 2 Columns | 0 Hidden
fuse | count() by _path _path <scrings
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TABLE INSPECTOR

_path count
ssl 284
[ dns | 353
39
26
246
54
34
25
[ntlm] 3
T4
378
924
18
1
284
[dce_rpc] 181
=z :
Results: 17 Shapes: 1

Above screenshot is for overall activity from Brim (Zui)

Finally, The user was affected by the IcedID malware from the ‘oceriesfornot.top’ domain and
attacker gained access to domain controller, so attacker visited malicious sites or links and
utilized the access to do Cobalt strike on the victim (bupdater.com).



